
Know Your Trolls
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By Failing to Prepare,
You Are Preparing to Fail



Have Reinforcements Ready
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Have Reinforcements Ready
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You have many friends and allies because of who you are and what you do.

On your own channels, “Friend” or “Follow” profiles that have shown positive behavior and can also 
be allies.

Something to remember: your attackers will come from all over so your friends should too.



Assess Your Online Presence
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Don’t feed the trolls.
To prevent more negative comments, ignore negative, harassing,
or bullying commenters:

Avoid unnecessary fights and engage with caution: If you’re going to engage with a comment, 
choose your conversations wisely based on the context.

Here are some things to consider:
• Is the person commenting in good faith? Are they open to a productive conversation? Are they 

egging you on?
• Do you know this person or trust them?
• Do they have a long history of anti posts and are they part of anti groups?
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Prepare Your Team 
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Phones: train staff to recognize signs of an attack, how to respond, and when to notify leadership.

If your phones are ringing off the hook with negative, rude, or prank calls:
• If possible, ignore/silence the phone or turn it off
• If it’s a line you must answer, determine if it’s a negative call, and if so, hang up or politely 

dismiss
• Document the number of fraudulent phone calls and include phone numbers and messages

Develop Your Spidey Sense



Prepare Your Team 
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Know the signs of an impending social media attack.

Staff responsible for monitoring accounts should be trained to look for:
• A spike in or higher than usual volume of negative comments
• Unusually rude or mean comments from new accounts
• Links or screenshots of your page being posted in anti groups or by anti 

pages
• People in your pages’ comments directing others to attack you
• Negative comments from suspicious, anonymous, or bot-like accounts
• Attackers contacting you through other platforms

Recognize the Signs of a Digital Tsunami



Prepare Your Team 
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Monitor online account security.

Turn on two-factor authentication for all accounts that support it.
Use strong, different passwords or a password manager.

Know your platform’s settings in case of attack: 
Know how to quickly limit or turn off comments, block offending accounts, make your profile private, 
report offending accounts, and delete offending comments.

Is it Secret? Is it Safe?
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Prepare Your Team 
Consider making your accounts private.

Claim your business online (Yelp, Google).

Enable email notifications—this way you’ll know quickly if an 
attack were to happen
• Facebook
• Yelp
• Google My Business

Knowing is Half the Battle
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Prepare Your Team
“Google” and “De-doxx” yourself

Doxxing is to publicly identify or publish private information about (someone) especially as a form 
of punishment or revenge. It is important to know if any of your personal information is publicly 
available online. This information can make you more vulnerable to being doxxed.

Search for yourself on search engines like Google and delete as much information as possible from 
the sources that come up

Remove your information from people-search or data broker sites

Make your social media private

Pretend You’re the Bad Guy
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Defend 
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Ask for support.
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Move Forward



Step by Step
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Attacks can end gradually or rapidly, but either way you’ll notice negative engagement decline 
when the attackers limit their engagement, are blocked, and lose interest. As you notice this, it is 
critical to take time to rest, clean up your pages, and get organized.

• Organize all screenshots and records from the attack
• Debrief with any staff, moderators, or family who have access to your page or witnessed the 

attack. 
• Make sure to collect all evidence, assess access moving forward, and check on everyone’s 

mental health – including your own.
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THANK YOU!

For additional information, see Shots Heard 
toolkit: https://shotsheard.org/

Joe Smyser, PhD, MSPH
CEO, PGP
joe.smyser@publicgoodprojects.org
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